
INVESTIGATING THE YEAR 2000 PROBLEM: THE 100 DAY REPORT

SENATE SPECIAL COMMITTEE ON THE YEAR 2000 TECHNOLOGY PROBLEM
81

GENERAL GOVERNMENT

Opinion polls show that public trust
in government has hit record lows in
recent years, leading some to con-
clude that government claims of
Y2K-compliance progress cannot be
believed.  The Committee refutes
that conclusion in light of abundant
evidence that federal agencies and
state and local governments are in-
deed fixing the Y2K problems in their
own systems.

Not all government agencies are
100% ready, and not everyone has
taken the problem equally seriously.
However, enough effort, time, and
money has been spent for the Com-
mittee to conclude that, overall, fed-
eral agencies will continue to func-
tion, state governments will continue
to govern, and local bodies will con-
tinue to deliver services in most lo-
calities.

FEDERAL AGENCIES

Background and Vulnerabilities

If the effort to reach Y2K readiness is
a race, most of the federal govern-
ment is crossing the finish line.   For
those still lagging, the hurdles lie in
completing work on remaining mis-
sion-critical systems and conducting
end-to-end testing, both internally
and with external partners.  Many
agencies must finish developing re-
alistic contingency plans and com-
municate them to the public.  The
size and complexity of the problems
with Department of Defense systems

warrants a separate discussion,
which follows this section of the re-
port.

An extremely wide variety of infor-
mation technology systems, in age
and type, are in use throughout the
federal government. These systems,
which have myriad Y2K problems,
control and manage large data sets
on every conceivable subject, and
are crucial to the payment of bene-
fits, the management of loans, the
issuance of currency, defense, taxa-
tion, the guarantee of public safety
and welfare; in short, nearly every
federal program. The silver lining in
the Y2K stormcloud has been the
opportunity to eliminate unnecessary
legacy systems and to revise and
improve existing systems.

During the past three years of inten-
sive Y2K work, agencies that had
already achieved some measure of
Y2K compliance, like the Social Se-
curity Agency and the Department of
Defense, led the charge and shared
important lessons such as involving
senior management in Y2K remedia-
tion programs.  However, the late
start by many agencies necessitated
a shift in focus to mission-critical
systems.  These are the systems an
agency requires to adequately fulfill
its function. There are more than
6,000 mission-critical systems at the
24 major federal agencies.

This process of mission-critical triage
for Y2K has meant that non-mission
critical systems, which may have im-
portant implications for public confi-
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dence, and interconnections with
mission-critical systems have not
been fully remediated or rigorously
tested. Moreover, the problem of
non-Y2K compliant systems is com-
plicated by the interconnectedness
of agencies at the federal, state,
tribal, and local levels.  The ability to
adequately and fully test multiple
systems end-to-end lies somewhere
between unlikely and improbable.
Further, federal agencies have a
history of failing to complete IT-
related projects on time and within
budget.  As a result, agencies have
rightly dealt with these residual vul-
nerabilities by developing contin-
gency plans for systems, processes,
and organizational functions.  If they
have not, they remain at risk.

What Is Being Done?

Federal agencies’ progress is
tracked through quarterly reporting to
the Office of Management and
Budget (OMB), which then issues a
summary report.  There have been
ten reports since the first one in Feb-
ruary 1997, and the latest was re-
leased on September 13, 1999.

As insurance against unknown
problems, these agencies have been
developing business continuity and
contingency plans (BCCPs) at
OMB’s request.  BCCPs are contin-
gency plans that include a plan to
restart or continue business func-
tions regardless of operational con-
ditions.  OMB imposed a June 15,
1999, deadline for agencies to sub-
mit their BCCPs, and OMB is cur-
rently evaluating and providing feed-
back on these plans.  OMB has in-
structed agencies to demonstrate

Year 2000 operational plans, includ-
ing BCCPs, by September 30, 1999.

In the June quarterly report, OMB
began tracking 43 high-impact fed-
eral programs and individual state
preparedness for 10 federally spon-
sored, state-run programs, such as
Medicaid, Women with Infants and
Children (WIC), and unemployment
insurance.  GAO has published Y2K
guides and continues to audit high-
risk areas, including these high-
impact federal programs.

The President’s Y2K Council was
formed in February 1998.  Twenty-
five industry sector working groups
consisting of public and private part-
nerships have been established.
These working groups have been
instrumental in promoting Y2K
awareness to wider audiences and
preparing industry sector Y2K status
assessments. The Council has also
introduced a new toll-free telephone
number (888-USA-4-Y2K) to provide
Y2K information to consumers.

Both the Senate and House continue
to hold public hearings on a variety
of Y2K related topics.  While the
House has focused more on federal
agencies and programs, the Com-
mittee has focused on the private
sector and on the interaction of fed-
eral agencies with other sectors.
The Committee held a hearing on
April 14, 1999 to follow-up on the
March 31 deadline for completing
mission-critical remediation.1 The
Committee also held a joint hearing
with the Appropriations Committee
on federal government Y2K expen-
ditures in June 1999. 2
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The President’s Y2K Council is in the
process of building an Information
Coordination Center (ICC) to collect
information, monitor the situation,
and solve problems over the transi-
tion period (November 1999-January
2000).  More information about the
ICC is found in a separate subsec-
tion of this report.

Status

All mission-critical systems for the
federal government were to have
been remediated and tested by
March 1999.  Although the Presi-
dent’s Y2K Council reported that the
federal government was 93% ready
by March 1999, later testimony by
the Director of OMB indicated that
this milestone wasn’t reached until
early June,3 giving at least the im-
pression that the government was
stalled on Y2K activities for three
months.

The rest, some 500 mission-critical
systems, were expected to reach
Y2K readiness well before Decem-
ber 31, 1999.  OMB’s September 15
quarterly report indicates that federal
agencies have certified 97% of their
systems as Y2K compliant, truly an
impressive jump from the 35% ready
in February 1998. Importantly, the
government’s testing regime is fol-
lowing standards established by the
National Institute for Standards and
Technology (NIST).4  This may ac-
count for the lag in independently
certifying systems Y2K ready.

Federal agencies are appropriately
shifting focus and emphasis to busi-
ness continuity and contingency
planning development and testing,

but the cost of implementing such
plans has not yet been determined.
In addition, major differences exist in
methodology between federal agen-
cies, despite the fact that OMB pro-
vided specific guidance.5

Problems with the plans include lack
of consistency between different di-
visions of an agency, inappropriate
focus on computer systems instead
of business processes, and vague
plans for coordinating emergency
operation plans.  The scope of the
plans varies, with approximately

10,000 different plans for individual
departments of the major agencies.
OMB guidance for the development
of BCCPs includes the directive to
identify risk factors for each core
business function and associated
system, assign them a probability
rating for risks, and then an impact
rating.

As an illustration, the FAA lists the
risks associated with the failure of a
particular tracking system, assigns
the probability of failure (low), and
then describes backup processes or
systems.  One entry in the risk matrix
is as follows:
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Business process Air Traffic System, (SURVEILL.1)

Environment Terminal

Risk Degradation of ASDE or AMASS may adversely

impact the controllers ability to efficiently identify

and safely separate aircraft on the ground espe-

cially during inclement weather or non-daylight

hours.

Probability 1 (1 is lowest, 10 is highest)

Impact 10  (10 would immediately stop operations)

Business

Priority

30  (Probability X Impact X Weight for overall

importance of process)

Risk Mitigation

Strategy

ASDE is Y2K compliant and AMASS

has completed renovation.

Contingency

plan

Invoke the local facility level contingency

plan prescribed by FAA Orders 1900.47

and 6030.31. Revert to visual observation

procedures.

Notify A0A-4 that the contingency plan is

in effect and when normal operations are

resumed.

The Committee also asked agencies
for information regarding their re-
sponsibilities under the Federal Re-
sponse Plan, which is used in emer-
gency situations.   Although agen-
cies could identify their statutory ob-
ligations under the plan, the relation-
ship with Y2K-generated contingen-
cies were vague or absent.  The De-
partment of Defense, covered in
more detail later, has given its civil-
ian responsibilities a low priority.  On
the other hand, FEMA, which would
implement the plan, remains a strong
force in providing leadership.

Overall, the Committee finds that the
data is available to evaluate the pro-
gress of the federal government; that
it has been disclosed to the public;
and that independent validation and
verification (IV&V) of remediated
systems has been occurring.  One
area of remaining concern is the
pace of data exchange testing. In
OMB’s latest quarterly report, the

agencies reported on completion
date for testing data exchanges with
other federal agencies, states, for-
eign governments, and private sector
entities.

Work will be
completed in:

For the following agencies:

December Dept of Justice, Federal Emergency
Management Agency, Dept of the
Treasury

November Dept of Transportation, Environ-
mental Protection Agency

October NASA, National Science Foundation
September Dept of Agriculture, Dept of State,

Social Security Admin, Office of
Personnel Management, Small
Business Administration

August Veterans Affairs, Dept of Energy
DONE Commerce, Education, Health &

Human Services, Housing & Urban
Development, Interior, Labor,
Agency for International Develop-
ment, General Services Administra-
tion, Nuclear Regulatory Agency

In the Omnibus Consolidated and
Emergency Supplemental Appro-
priations Act, 1999, (Public Law No.
105-277), Congress provided $3.35
billion in emergency supplemental
funding--$1.1 billion for the Depart-
ment of Defense and $2.25 billion for
non-Defense agencies.  Funds are to
remain available until September 30,
2001.  There have been nine alloca-
tions against this emergency sup-
plemental.6  There are no funds re-
maining for Defense and (as of
August 1999) $292.3 million remains
for non-Defense.  Although these
funds were specifically designed to
last until well after January 1, 2000,
little remains for implementing con-
tingency plans, further end-to-end
testing, and cleaning-up problems
next year.

In addition to the emergency funds,
agencies have used programmatic
and general information system
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funds for Y2K programs and the cost
of replacing equipment and software.
The current cost estimate for the 24
major agencies exceeds $8 billion,
more than triple the agencies’ origi-
nal estimate of $2.3 billion from
OMB’s first quarterly report in Febru-
ary 1997.  Notably poor in correctly
estimating Y2K costs were HHS and
the Departments of Interior, Justice,
Transportation, and Treasury, as
summarized in the table below.   The
enormous growth in Y2K budgets
can be partly attributed to the key
role these agencies play in adminis-
tering state-run programs.

Funding Estimates for Y2K Remediation
Feb-97 May-99 % Increase

Agency
HHS 90.70$       816.80$     801%
Interior 11.30$       115.70$     924%
Justice 22.10$       163.60$     640%
Transportation 80.40$       345.80$     330%
Treasury 318.50$     1,566.20$  392%

The result of spending $8 billion on
Y2K instead of other IT projects will
be a pent-up demand for system
modifications or modernization.
Indeed, agencies have, at times,
asked that lawmakers not require
them to implement new rules in 1999
to avoid making Y2K remediation
more difficult.   According to
testimony of the Comptroller General
of the U.S., “…demands – including
system enhancements and computer
security – have not vanished; in fact,
they have grown.”7

OMB stopped assessing the agen-
cies according to a three-tiered ap-
proach but, as of March 18, 1999,
the U.S. Agency for International
Development (USAID), HHS, and the
Department of Transportation (DOT)

were demonstrating insufficient evi-
dence of progress.  These three
agencies were invited to testify be-
fore the Committee on April 14,
1999.8

Criticism of the efforts of HHS, in
particular, the Health Care Financing
Administration (HCFA), have re-
sulted in a vastly improved picture,
as detailed in this report’s section on
healthcare.  According to the Deputy
Secretary of HHS:

“We have required our operating di-
visions or agencies to report monthly
on their systems renovation, the pro-
gress in making their data ex-
changes compliant, their status on
making their personal computers,
telecommunications, hardware and
software, facilities and biomedical
equipment compliant.  We require
the agencies to have mission critical
systems independently verified and
validated.  We are beginning the
end-to-end testing phase to ensure
that all of our independent systems
function properly together.” 9

The potential for bad actors to at-
tempt to defraud the government
during a Y2K failure remains a con-
cern.  The Deputy Secretary of HHS
testified, “…HCFA’s contingency
plans provide mechanisms to ensure
that providers’ claims will get proc-
essed and paid even if parts of
HCFA’s system experience unantici-
pated failure.  In addition, we will
have in place at the turn of the mil-
lenium as we do today, financial and
audit controls to help protect the in-
tegrity of the Medicare Trust
Funds.”10  In briefings to Committee
staff, HCFA provided specifics on an
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impressive array of tactics to prevent
fraud11.

USAID has said that late readiness
dates for its seven mission-critical
systems reflected the need to ensure
that systems were fully remediated
and tested at international posts.
“The agency set a standard that re-
pairs for compliance would be
proven to work through testing not
only in the computer lab, but also in
the field where the USAID program
is managed.”12  As Senator Dodd
noted, fixing seven systems is a lot
easier than fixing the thousands of
systems at the Department of De-
fense.

There is concern that agencies that
have failed to fully test in the field
cannot confidently claim Y2K readi-
ness.  For instance, according to a
GAO report released in August 1999,
the Small Business Administration
(SBA) needs to strengthen systems
testing.  The report notes that
“weaknesses in SBA’s Y2K testing
increase the risk that its mission-
critical are not yet Y2K ready.”   If not
adequately addressed, the Y2K
computing problem poses significant
risks to SBA's ability to provide fi-
nancial, technical, and management
assistance to more than 490,000
small businesses nationally, as well
as disaster recovery assistance to
individuals, families, and business
services.  SBA has responded that
testing occurred with typical daily,
weekly, and monthly data, and offi-
cials stated they will implement GAO
recommendations to ensure ade-
quate testing.

Non-mission critical systems could
be the Achilles heel for agencies.
The Social Security Administration
experienced a glitch in a letter writing
program on September 7, sending
out 32,000 letters saying that as of
January 1, 1900, benefits would
change for recipients of the letters.
Although the mission-critical systems
that generated the list of beneficiar-
ies was fixed, a small problem in the
letter printing application has created
a public relations headache.

As highlighted in the subsequent
section on state and local govern-
ments, several states are lagging
behind in getting their systems Y2K
ready to administer federal pro-
grams.   Of the 43 high-impact fed-
eral programs now tracked by OMB,
only two were Y2K ready as of the
June 1999 OMB report.  By August
14, the number of programs that had
been fully and independently verified
Y2K-ready had jumped to seven,
and eight more expected to complete
end-to-end testing by the end of
August.

Of the remaining programs, all of
which affect millions of Americans,
eight more expect independent veri-
fication by the end of September,
and 10 report completion dates at
the end of October.   The final 10
programs are the federally-
supported, state-run programs,
which expect to finish in November
and December.  The 28 programs
not deemed Y2K ready as of this re-
port include Child Nutrition Pro-
grams, Women with Infants and
Children, Indian Health Services,
Temporary Assistance for Needy
Families, Child Support Enforce-
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ment, Low Income Home Energy
Assistance Program, Public Housing,
and State Employment Security
Agencies.

Expectations

By and large, federal agencies will
complete work on their systems be-
fore December 31. It is likely, how-
ever, that no matter how prepared
agencies are, there will be some un-
expected Y2K problems in their
systems or their systems’ interfaces.

With less than $300 million dollars in
emergency supplemental funding
remaining, and much work that is
continuing in the areas of BCCPs,
testing, and IV&V, additional emer-
gency funds will be needed. Further,
if BCCPs must be implemented due
to anticipated Y2K problems, the
costs of implementation will cause
costs to rise even further.

A number of states will not complete
remediation and testing of systems
used to support the administration of
federal programs that are state-run.
It is likely that agency BCCPs will
need to be executed to ensure that
eligible beneficiaries of those pro-
grams still receive benefits and the
programs are properly administering
benefits and accounting for them.

Expected failures may include one or
more of the following and can be
characterized as disruptive and in-
convenient:

•  disruptions in air travel schedules
and congestion at airports;

•  isolated problems with state-
implemented programs such as
child support tracking; and

•  information collection problems
with respect to various regulatory
agencies.

Managing public reaction and sup-
porting a coordinated response to
large problems will be the ICC’s mis-
sion.  The Committee believes the
formation of the ICC, as well as the
related International Y2K Information
Center, must progress much faster.
The proper thresholds for reporting
Y2K-related glitches and the proc-
esses for interacting with other key
agencies and the private sector must
be determined and communicated.
These information flows will be criti-
cal, especially as it relates to the de-
cision-making process in the White
House.   Moreover, the allocation of
scarce resources for repairing sys-
tems or running contingency plans
will need to be explained in greater
detail to ensure the best use of funds
and manpower.

DEPARTMENT OF DEFENSE

Background and Vulnerabilities

The Department of Defense (DOD),
the largest federal agency with
nearly half of the federal govern-
ment’s computer assets, continued
to make significant progress tackling
the Herculean management chal-
lenge posed by Y2K.  The depart-
ment relies on computer systems to
conduct nearly all of its functions,
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including strategic and tactical mili-
tary operations; sophisticated weap-
onry; intelligence collection, analysis,
and dissemination; security efforts;
and more routine business opera-
tions such as payroll and logistics.

The problem confronting DOD is
enormous in both breadth and com-
plexity: it has more than 1.5 million
computers, 28,000 automated infor-
mation systems and 10,000 net-
works.  Its information systems are
linked by thousands of interfaces
that exchange data within DOD and
across organizational and interna-
tional lines.  Further, DOD’s reliance
on computer systems is increasing
as technology changes the tradi-
tional concepts of warfighting
through improved intelligence and
rapidly modernized command and
control.  Successful defense
operations will depend greatly
on the department’s ability to
ensure that its systems and the
systems with which they
interface are Y2K compliant.

What is Being Done?

It is widely known that to
effectively manage a successful
enterprise-wide Y2K program,
personal executive level
emphasis and involvement is
paramount. Dr. John J. Hamre, De
uty Secretary of Defense, has led 
DOD attack against the Y2K b
from the front and his efforts ha
been instrumental in the strong p
formance that the department h
made. To track progress of DOD
Y2K Program (see the figure 
DOD‘s major Y2K program comp

nents on this page), he uses a
monthly Executive Y2K Steering
Committee meeting. This meeting
focuses senior leaders within the de-
partment on critical Y2K issues and
the status in dealing with them.
Since March, the Steering Commit-
tee has focused much of its attention
on testing, business continuity and
contingency planning, and conse-
quence management.

By its very nature, DOD is a
stakeholder in international Y2K
preparations. To protect its interna-
tional interests, DOD has three pri-
mary outreach focus areas: NATO,
host nation support, and Russia.
Two stated goals for NATO efforts
exist: 1) ensure the continuity of the
Stabilization Force and the Kosovo
Peacekeeping Force operations, and
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Transition Operations:
• International Outreach
• Center for Strategic Stability
• Configuration Management
• Consequence Management (CM) - External Support

– DoD CM Decision Support & Operations / National Y2K
Information Coordination Center (ICC) Support

• Community Conversations

System Y2K Compliance
(Services and Agencies)

Operational Evaluations:
• CINC Operational Evaluations
• Functional End-to-End Evaluations
• Integration Tests

Contingency Planning:
• CJCS Contingency Assessments ( CCA’s)
• Business Continuity & Contingency Planning (BCCP)
• Table Top Exercises (TTE)

DoD Year 2000 Program
Major Components

DoD Year 2000 Manageme nt Plan VERSION 2.0 DECEMBER

Department of Def ense

Year 2000
Management Plan

Version 2.0

Office of the Assistant Secretary of Defense
(Command, C ontrol, C ommunications, and Intellige nce)

December 1998

p-
the
ug
ve
er-
as
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o-

2) obtain insight into the Y2K status
of member nation systems that will
affect other coalition operations. The
potential Y2K impact on foreign-
based U.S. military forces is far from
defined. Finally, stability of nuclear
arsenals and military-to-military Y2K
cooperation are key elements of
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The Overall Y2K TTE Concept

Functional Seminars Defense Table Top National Table Top

Functional and cross functional
awareness of potential Y2K

impacts on mobilization and 
sustainment capabiltiies

Joint and Defense level
management of a National

Security emergency

National Leadership 
emergency management

policy issues

Jan-Apr 2000

?
CINC

Assessments

Nov 98 Summer 99 Fall 99

Coordinated Y2K Game Scenario

MTW   Y2K Environment   Info Ops   Systems Performance

Enhance senior player understanding of potential Y2K impacts on National Security policies and processes
Develop policy recommendations for the Secretary of  Defense and the President on military activities

Provide continuing impetus to accelerate progress on fixing Y2K systems problems

Positive
Response

Positive
Response

DOD’s Russian outreach.

To assess DOD’s ability to respond
with timely decisions in a Y2K de-
graded environment, the Chairman
of the Joint Chiefs of Staff is con-
ducting Exercise Positive Response
Year 2000. This is a national level
exercise conducted under scenarios
of multiple Y2K failures. As a prelude
to this exercise, the Department is
conducting DOD level tabletop exer-
cises that help prepare DOD leader-
ship for potential Y2K national secu-
rity impacts and for the national ex-
ercise. The overarching concept for
the
exercises is
depicted in
the figure.

Oversight of
DOD Y2K
activities and
progress
continues
via several
different
organizations. Internally, the DOD
Inspector General (IG) continues to
perform audits and on September 3
issued its third summary report. This
report summarizing 92 audit and in-
spection reports, briefings, and
memorandums pertaining to DOD
organizations, systems, and pro-
grams and their year 2000 conver-
sion progress during the period from
March through July 1999.

Externally, in addition to OMB re-
porting requirements for DOD, the
GAO has an active audit program
that has published a series of reports
over the last couple years address-
ing the considerable Y2K related

risks that DOD faces. It is currently
focused on DOD’s progress on com-
pleting and exercising business con-
tinuity planning as well as its man-
agement controls over the extensive
high level testing or operational
evaluations that are wrapping up.

Finally, the House and Senate have
held hearings and issued letters,
among other activities, to provide
legislative branch oversight. Gener-
ally, the House has provided the
detailed oversight of the executive
branchs agencies’ Y2K progress.
However, during this session, this

Committee has held
three hearings one
each during April, June,
and July.

Status

The DOD is tracking
2,414 systems that it
has identified as
mission critical systems

and another 7,229 non-mission
critical systems for a total of 9,643.
One hundred seventy seven, or 7%
of its mission-critical systems, have
not completed remediation efforts. It
reports that 89% of mission-critical
systems are compliant. The goal for
all federal agencies to complete re-
mediation of mission-critical systems
passed on March 31, 1999. DOD
forecasts that some of these re-
maining systems are not scheduled
for completion until September while
still others are not scheduled for
completion until December 1999.
These late scheduled completion
dates leave little to no time for
schedule slippage or unforeseen
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events, which for IT-related projects
are common. It underscores the
need for realistic, tested contingency
planning.

The DOD IG states that its audit re-
sults are consistent with DOD man-
agement progress reporting indicat-
ing that good progress is continuing
to be made. Having said that, the
audit results, which repeatedly reveal
similar findings to those of GAO
audits, also indicate that considera-
bly more work is needed in several
areas to ensure:

•  adequate testing is performed;
•  contingency plans are tested for

viability;
•  host nation support Y2K related

risks to U.S. military forces and
family members are adequately
addressed;

DOD continues to face considerable
risks. GAO is currently focused on
assessing the progress in fixing non-
compliant mission critical systems,
the effectiveness of management
controls, and high-level business
continuity plans. It expects to issue a
new report imminently reflecting
findings and noting that the sheer
volume, complexity, interconnected-
ness, and interdependency of DOD
systems magnifies the possibility of
Y2K related failures no matter how
good its efforts are.

International outreach efforts have
met with some success, however
much work remains to address the
many uncertainties and unknowns
regarding host nation support issues.
On September 13, the U.S. and the
Russian Federation signed a joint
statement indicating their intent to
SENATE SPECIAL COMMITTEE ON THE YEAR 2000 TECHNOLOGY PROBLEM
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USSOUTHCOM

USACOM

USEUCOM USCENTCOM USPACOM

Host Nation Support

•  remaining noncompliant systems
receive appropriate management
attention; and

•  military retiree pay and military
hospitals, two OMB designated
high-impact Federal programs,
are compliant.

According to GAO, which published
a series of reports on DOD’s overall
efforts to address the Y2K problem,

establish the Center for Year 2000
Strategic Stability (CY2KSS) during
the Y2K transition period. The Com-
mittee Chairman and Vice-Chairman
sent several letters encouraging the
Russians to participate in the
CY2KSS as well as other Y2K coop-
erative activities. Copies of the let-
ters are contained in Appendix IV of
this report. U.S. and Russian military
personnel will sit side-by-side and
continuously monitor U.S.-provided
information on missile and space
launches.

Although progress continues within
NATO to address Y2K, it is unlikely
that all will be well. NATO has raised
the priority that Y2K receives by es-
tablishing a Y2K program office.
However, the Committee is still con-
cerned that the program office does
not have the necessary authority and
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clout to get the job done. Further, it
is concerned that many NATO mem-
ber countries have yet to make ade-
quate progress addressing Y2K
problems within key infrastructures
such as power and telecommunica-
tions. Y2K failures in NATO systems
and/or military systems and infra-
structures of member nations could
impact logistics support, force man-
agement, and US military facilities
and personnel. The Committee has
sent letters to the NATO Secretary
General to outline these problem ar-
eas and suggest corrective action.

Concerns

•  DOD remains behind schedule in
completing its systems remedia-
tion and is at considerable risk of
being unable to successfully
meet the Year 2000 deadline.

•  Regardless of how good a job
DOD does in addressing Y2K, it
has so many systems with an
extreme number of system inter-
faces and interactions among
external agencies and organiza-
tions, private sector organiza-
tions, and itself that the possibility
of failure is increasingly magni-
fied.

•  Host nation support assessments
may not be completed in suffi-
cient time to adequately assess
the risk to military forces and
families and take adequate pre-
cautionary measures.

•  NATO may not make enough
progress to avoid Y2K failures.
Ultimately, any Y2K related fail-

ures could result in reduced op-
erational readiness and
interoperability.

STATE AND LOCAL GOVERNMENT

This subsection reviews the readi-
ness of governmental entities that
are non-federal, including state
agencies, county and city govern-
ments, and independent port
authorities.13

Background and Vulnerabilities

As late as July 1999, as few as one
in four counties, only two major U.S.
cities, and only three states were re-
porting 100% Y2K readiness.   While
these alarming findings may reflect a
lack of data and not a lack of readi-
ness, contingency planning is obvi-
ously now paramount for govern-
ments and systems unable to make
the transition.

As the Committee found in its Feb-
ruary 1999 report, state and local
governments deliver the majority of
services and implement many fed-
eral programs upon which citizens
rely.   The massive scope of this
sector, the critical nature of the
services it provides, and the absence
of uniform progress at all levels in-
creases its Y2K vulnerability.

Taken collectively, the 87,000 local
jurisdictions, 50 states, and 3,066
counties administer a larger informa-
tion technology budget and more
personnel than does the federal
government.14  State information
systems, in connection with federal
information systems, administer a
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[STATE AND LOCAL
GOVERNMENTS]…”IS WHERE
THE RUBBER HITS THE ROAD
FOR FIRE AND POLICE, FOR
PROGRAMS THAT… ALLOW
COMMUNITIES TO FUNCTION

AND THE ECONOMY TO GROW.
IT IS VITAL THAT CITIZENS
HAVE CONFIDENCE THAT

COMMUNITY SERVICES WILL
STILL FUNCTION AND THA

THERE ARE REALISTIC
CONTINGENCY PLANS SHOULD

ANY SYSTEMS FAIL.
--- SENATOR DODD,

JULY 15, 1999 HEARING

host of programs, including Medicaid
payments, disability claims, and pol-
lution monitoring.

What’s more, local governments
must provide the first response to
crises, such as chemical spills, fires,
the need for urgent care or human
services, weather events, and civil
unrest.  In Y2K surveys, cities have
identified their top four critical sys-
tems to be public safety, including
management and jails; water and
wastewater treatment; utilities; and
finance.  Adequate contingency
planning is essential for dealing with
potential Y2K failures.
Such planning must
involve all service
providers in a local
community, whether
they come from local
government or from
local non-profit
organizations.

Local governments
must also plan for
large public
gatherings and the
potential for increased
criminal activity and/or
civil unrest. Y2K
poses a unique challenge to local
officials, in that the ability of a mu-
nicipality to respond to a situation
may be compromised by the very
breakdowns that precipitated the cri-
sis.

What Is Being Done?

Plans for the next few months in-
volve substantial follow-up to previ-
ous surveys and existing initiatives.

The National League of Cities (NLC),
the National Association of Counties
(NACO), and the National Associa-
tion of Senior Information Resource
Executives (NASIRE) have all con-
ducted additional rounds of surveys
and extensive outreach activities.
PTI, which manages the “Y2K and
You” project for NACO and NLC, has
contacted more than 18,000 officials
about their Y2K preparations.  Most
recently, NACO and others have
been distributing the publication,
“Business Continuity Planning and
Local Infrastructures: A Y2K Guide

for Cities and
Counties,” written by
the Center for Year
2000 and reflecting
the new focus of Y2K
preparation efforts.
Despite this, the chair
of the President’s Y2K
Council has frequently
noted the inherent
difficulty of
penetrating county
and local levels of
government.

Private sector
technology partner-
ships with nonprofit

human service providers, such the
nPower initiative in Seattle, seek to
assist such organizations with Y2K
assessments and remediation.   Na-
tionally, the Center for Y2K and So-
ciety, CompuMentor, and others
have launched awareness cam-
paigns, taken surveys, and provided
Y2K workbooks.  CompuMentor has
sent out more than 14,000 work-
books to non-profits in the U.S.
alone.  The Center for Y2K and So-
ciety has recently surveyed a
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number of cities in terms of general
Y2K readiness, contingency plan-
ning, and community involvement.

Some agencies or entities at the lo-
cal and state level are planning short
vacations in operations.  For in-
stance, as a precautionary measure,
New York State court officials have
ordered a one-week halt to schedul-
ing new trials after January 1, 2000.

A number of county-wide or city-wide
testing initiatives and contingency
exercises have occurred in recent
months and many more are planned.
The city of Phoenix, Arizona, held a
two-day Y2K-readiness test in July
that involved outside telecommuni-
cations providers, the Red Cross,
and multiple city departments. A
number of table-top exercises are
also taking place at the state and
county level.

More sophisticated and realistic
than table-top exercises are full-
scale, multi-jurisdictional emer-
gency operation simulations.  The
Washington, D.C., metropolitan
area held such an exercise on
September 1, 1999 with involve-
ment from 35 organizations and
more than 500 participants in 16
emergency operation centers.
The exercise dealt with multiple
failures across multiple sectors in-
cluding transit, power, healthcare
problems, public safety threats,
pipeline ruptures, traffic jams, vio-
lence in prisons, chemical spills, and
bad weather.  Despite the pace of
events, the jurisdictions and organi-
zations involved were able to priori-
tize issues and take appropriate and
collaborative action.  The exercise

illustrated the benefits of cooperation
between providers and governmental
agencies and across multiple and
overlapping jurisdictions.
The President’s Y2K Council has
held regular telephone conferences
with state Y2K managers and two
summits since the beginning of
1999.  These activities are expected
to continue to assist with maintaining
a high level of management focus.

Finally, the Committee held a state
and local government hearing on
July 15, 1999. Testimony reinforced
the impression that there were
widely different levels of prepared-
ness.15  Anecdotally, as in other are-
nas, major determinants of readiness
were the size of the organization and
financial conditions.

Status

States implement a host of federal
programs, including programs for
health and human services, agricul-
ture, and the environment.   The fo-
cus remains on 10 key state-
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administered programs:

•  Food stamps;
•  Child support enforcement;
•  Child nutrition;
•  Low income housing energy assistance;
•  Women, Infants, and Children;
•  Childcare;
•  Medicaid/MMIS and Medicaid IEVSn;
•  Child welfare;
•  Temporary Aid for Needy Families; and
•  Unemployment insurance

A number of states did not plan to
complete Year 2000 efforts until the
last quarter of 1999, including eight
states with respect to child support
enforcement; five states with respect
to unemployment insurance; and
four states with respect to child nutri-
tion.  To date, four states have not
achieved Y2K compliance for Medi-
caid systems, up from 17 in June
1999.  However, of those reporting
compliance, a number have not
completed end-to-end testing.  All
told, states reported to NASIRE that
they had a total of more than 15,000
mission-critical systems.

It is clear that some states are better
prepared than others.  NASIRE re-
ports that, as of August 3, 1999, only
three states were claiming comple-
tion of the implementation phase for
all mission-critical systems.   The
bulk of the states, 38, reported being
between 75% and 99% complete
with implementation, up from an av-
erage of 65% at the end of May
1999.  All states reported being ac-
tively engaged in internal and exter-
nal contingency planning, but 14
states reported that the deadline for
completing the plan was October
1999 or later.

The map in the Figure below shows
the reported percentage of systems
ready as of June 1999. In our judg-
ment, less than 90% ready is cause
for concern (yellow), while less than
70% is cause for some alarm (red).
A few states did not report on the
percentage of systems compliant,
but do claim to be nearly ready.

Addressing external sources of vul-
nerability is a constant theme for
Y2K, and is especially important for
state and local governments.  For
instance, state officials in Pennsyl-
vania recognized the interconnect-
edness and interdependencies of
jurisdictions and the economy and
launched a campaign that now ex-
tends to the federal government, 12
other states, Canada, and thousands
of private companies.

According to hearing testimony from
the Executive Director of the Indiana
State Emergency Management
Agency, the critical targets for which
contingency plans are being devel-
oped are:

1. communication centers
2. emergency services
3. food service
4. health and medical services
5. power facilities
6. public facilities
7. public works
8. transportation
9. water and sewage facilities
10. loss of air handling systems
11. communications
12. back-up power systems
13. interruption of security systems
14. loss of public confidence

Indiana’s plans have been devel-
oped in conjunction with the Federal
Emergency Management Agency
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(FEMA) and enabled by an executive
order of the governor.  Such high-
level management attention is a criti-
cal factor for successful implementa-
tion.
FEMA’s role in supporting emer-
gency management organizations is
vital for coordination of multiple juris-
dictions, particularly given the multi-
tude of possible failures.  FEMA has
completed its first round of 10 re-
gional meetings for state and local
emergency management organiza-
tions and is in the process of follow-
up meetings and table-top exercises.

Florida has taken a very proactive
approach to local government pre-
paredness.  Noting the lack of com-
plete information about local gov-
ernments, the State Year 2000 Task
Force began a campaign to visit lo-
cal jurisdictions with trained auditors
from a variety of state agencies.  The

results of their interviews are ex-
pected to be released soon.

As evidence of Y2K preparedness,
there were no reported problems
with the July 1, 1999, rollover date,
which was relevant to the 46 states
that began data-processing for fiscal
year 2000 on that date.  However,
such evidence provides little predic-
tive value since data issues for fi-
nancial systems are only one small
component of Y2K.

Recent surveys show that local gov-

ernments, including cities and coun-
ties, are less well-prepared. Accord-
ing to a NACO survey, although only
27% of counties had completed
system testing, contingency planning
was still lagging: 74% of counties
surveyed had or were developing
contingency plans.

Source: NASIRE data, August 15, 1999

State Systems or Processes
by % Ready 

No data available on %   (4)
90 - 100% systems/process ready   (26)
70 - 89% systems/processes ready   (14)
less than 70% systems/processes ready   (7)

Y2K Readiness of United States



INVESTIGATING THE YEAR 2000 PROBLEM: THE 100 DAY REPORT

SENATE SPECIAL COMMITTEE ON THE YEAR 2000 TECHNOLOGY PROBLEM
96

Moreover, the NACO representative
testifying at the Committee’s July 15
hearing stated that some govern-
ment entities may not have been en-
tirely frank with their assessments or
planning status, as they were finding
it easier to report Y2K readiness
than to deliver bad news.  The Cali-
fornia State Assembly, which has
monitored state-wide progress notes
the following about county prepared-
ness:

“Counties...should not confuse
the public by publishing that they
are ‘98%’ complete, when com-
plete means that they are fin-
ished with internal remediation
and testing.  The interfaces that
counties and the state maintain
need to be addressed through
end-to-end testing that has not
occurred, consequently, these
applications cannot responsibly
deemed completed until the
proper testing has occurred.”16

NACO reports that spending by
counties ranges from $10,000 to
$100,000 for the smaller counties, to
millions of dollars for the largest
counties.  At the high end of the
spectrum is the County of Los An-
geles, which has budgeted more
than $155 million on its remediation
program alone.

A GAO survey conducted in July
1999 of the 21 largest U.S. cities
measured the readiness of key infra-
structure components, as reported
by city officials.  At the time of the
survey, only two cities were ready,
and 10 cities reported that outstand-
ing issues would not be resolved un-
til the fourth quarter of 1999.  As of

mid-July, America's largest cities re-
ported that, on average, they had
completed 43% of the work that
would be required for an uneventful
transition to the Year 2000.  While
most of these cities plan to finish
their tasks by September 30, a for-
midable amount of work remains un-
finished, especially independent
verification and validation.

On July 12, 1999, the NLC released
a survey of 400 cities, which in-
cluded the following results:

•  92% of respondents reported that
all of their critical systems would
be prepared by January 1, 2000;

•  92% said they have a citywide
plan to address Y2K problems;

•  66% have prepared a Y2K con-
tingency plan;

•  Of those that have not developed
a plan, 48% indicate they plan to
develop one;

•  73% report they are working with
public and private utilities;

•  59% are collaborating with other
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municipal governments;

•  52% are working with business
and private industry;

•  51% are working with county
governments;

•  63% are using newspapers to
disseminate information to the
public about Y2K.

According to a January 1999 survey
by the U.S. Conference of Mayors,
about one-third of the 220 cities sur-
veyed were planning to conduct
citywide Y2K tests, and less than
half had developed contingency
plans.  For the 136 cities able to es-
timate the total cost of compliance,
such costs ranged from $2,000 to
$59 million.  Comparing these two
surveys, one gets the impression
that contingency planning is still not
universal.  Despite the optimism that
all will be ready by December 1999,
actual Y2K status is difficult to as-
sess.

State and local governments also
have primary responsibility for most
elementary/secondary schools and
post-secondary institutions.  The
status of their Y2K progress is dis-
appointing.

In March 1999, the Department of
Education and the National School
Boards Association surveyed 16,366
school districts regarding their Y2K
preparations.  The survey period
closed on May 28 with a 22% re-
sponse rate.  Only 42% of respon-
dents had a written plan for achiev-
ing Y2K compliance.  What’s more,
only 28% of respondents reported all
their mission-critical systems then

Y2K compliant; 72% said such sys-
tems were then or would be compli-
ant by October 1; and 98% said their
systems were then or would be fully
compliant by January 1.  If the re-
spondents were a representative
sample, the 2% of school districts
reporting they will not be compliant
by January 1 potentially represents
about 1,820 schools, impacting
about 340,000 students.

In May 1999, the Department sur-
veyed 6,607 post-secondary institu-
tions regarding their Y2K prepara-
tions.  Only 61% had written plans
for achieving Y2K compliance.
Some 30% of respondents had mis-
sion-critical systems Y2K compliant;
60% said they would be ready by
October 1; and 99% said they would
be ready by January 1.  These late
readiness dates leave no room for
error.

The Committee held a hearing on
education and Y2K September 21.

Anecdotally, a number of stories
paint a disturbing picture of widely
different approaches and snafus.

•  It was reported on June 14 that
California had spent more than
$400 million to test and repair
computers to handle the date
transition.  However, as one sign
of the confusion, officials could
not tell whether the ultimate price
for repair would approach $500
million or perhaps double that
amount.  In the most recent
California status report, only 5 of
the state’s 116 departments were
covered.  The state’s Y2K direc-
tor recently stated it would take at
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least one more month before his
staff even identified all of the
critical computer systems in the
state—let alone fixed them.

•  In Bloomington, Indiana, sev-
eral people received checks for
such amounts as $49 million and
one cent, and $50 million.  The
checks had the correct amount in
the numerical spot on the upper
right hand of the checks--$49.01
and $50—but the words “forty-
nine million” and “fifty million” on
the center line.  The mistake re-
sulted from a computer error
generated by new software that
was installed to fix the Y2K
problem.  Local officials noted
that it was ironic that these
checks were coming from the
check deception department.

•  The South Florida Business
Journal reported August 30,
1999, that according to Team
Florida 2000, the State’s official
Y2K task force, Miami Beach,
the site of a planned millennium
celebration, is not ready for Y2K.
Scott McPherson of Team Florida
2000 states in a report that “red
flag” items include less than 70%
compliance by April 1, 1999; Y2K
implementation schedules as late
as the fourth quarter; and no
contingency plan in place.

Financial oversight or auditing of lo-
cal governments by the state audi-
tors’ offices differs by state but, when
applicable, such auditing has been
occurring for Y2K.  Moreover, a ma-
jor source of operating and capital
funds for governmental entities is the
bond market.  The municipal bond

market appears to be positioning it-
self for lowered transactional risk
during the rollover by discouraging
transactions (settlements and issu-
ance) at that time.  One result has
been an increase in the amount of
available paper (bonds) during July
and August.

However, Y2K does not seem to be
hampering the ability of governments
to raise funds in the markets.  There
has been no discernable Y2K dis-
counting, despite information found
in Y2K disclosure statements. One
city reported that it explored the op-
tion of locking in interest rates over
year-end for its debt, rather than risk
weekly variable rates during the Y2K
rollover.  According to borrowers and
underwriters, almost no one was en-
gaged in such mode-switching,
which suggested that the market was
not concerned with Y2K impacts.

Expectations

In the months left, local governments
will continue to remediate, test, and
verify Y2K compliance.  Large cities
and counties, which have spent
thousands of man-hours and millions
of dollars, will likely experience few
severe Y2K problems.  These gov-
ernments will have the expertise and
equipment to make fixes where nec-
essary.  Small towns and rural coun-
ties, with few automated systems,
will continue to discount the possibil-
ity of Y2K disruptions.

The vulnerability of such smaller en-
tities is related to their dependence
on larger governmental entities, in-
cluding utilities and federal- or state-
run assistance programs.  The
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ability of larger entities to assist local
governments will likely be stretched
to the limit by widespread Y2K
problems.

Medium-sized governments, with
perhaps fewer resources and more
automation, face the more difficult
problem.  Surveys suggest that they
have responded more complacently
than have large complex organiza-
tions, assuming that they can “fix on
failure” the few systems that actually
fail.  The expectation for such enti-
ties nationwide is that they will expe-
rience some dramatic failures in the
hours, days, and weeks following the
rollover date.

In most cases, such failures will not
cause large-scale disruptions and
will likely be fixed expeditiously.
Possible failures include the degra-
dation of police and fire dispatch ca-
pability, the inability to quickly ac-
cess budget or financial data or to
issue paychecks, regional airport
closures, traffic problems due to traf-
fic signaling failures, local hospital
problems, degradation of local tele-
phone service, and billing system
problems for locally administrated
utilities.  The main concern is that
such failures occur simultaneously
and stretch thin resources.  The im-
pact on local economies could be
severe over a six-month period.

Concerns

•  The Committee remains greatly
concerned about the ability of lo-
cal governments to solve Y2K
problems and doubts that ade-
quate contingency planning has
occurred.

•  The ability of state systems to
interact with federal systems
continues to be an area of high
concern; complete testing on the
entire matrix of possible state-
federal data transfers is nearly
impractical at this point.

•  Of utmost concern from a public
safety point of view is the mixture
of Y2K-hype, large millennium
celebrations, and potential mali-
cious attacks.   This report high-
lights the need for local authori-
ties to be ready to handle any
situation, from hazardous waste
spills to the failure of emergency
911 systems. While contingency
planning and business continuity
plans have become the norm for
most state and local govern-
ments, there are few standards
and little confidence that suffi-
cient testing and verification of
specific Y2K plans has occurred.
This is particularly worrisome
since communities may not be
able to call upon external re-
sources for a period of time.

•  The safety net that provides
emergency support and services
to needy families and individuals
is made up of thousands of non-
profits and church organizations,
many of which may have Y2K
problems.  A Y2K glitch could
prevent someone calling a crisis
line from getting the help they ur-
gently need, or organizations
from being able to mobilize
quickly during a crisis.17

•  Since most citizens interact with
the government at the state and
local government level, it is
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vital that, in the remaining
months, a high degree of confi-
dence be built around their ability
to respond to whatever Y2K
brings.

EMERGENCY PREPAREDNESS AND
EMERGENCY SERVICES

This sector is unique in that it will be
immediately affected if serious fail-
ures occur, no matter what their na-
ture or location.  The Committee
continues to stress the potential rip-
ple effect of Y2K failures on different
sectors of the economy and govern-
ment, heightening the criticality of
the emergency preparedness and
emergency services.

Background and
Vulnerabilities

The emergency
preparedness and
emergency services
sector faces the dual
challenge of preparing
itself to provide
services in the face of
internal and external Y2
while bolstering emerg
sponse operations for lite
other sector.  The Y2K tra
riod could also potentially
dramatic increase in de
service from these organi
several fronts.

Technical or managerial 
other sectors are only one
the potential increased d
service.  The largely over
man behavior factor, and t

determined social dynamic that will
in some ways shape the Y2K transi-
tion, could have an impact on de-
mands for emergency service re-
sponse that equals the impact on
demand for emergency services re-
lated to technological failures.

Another aspect of the Y2K transition
that will stretch the resources of
emergency services is special
events planning.   Even if Y2K-
related problems impose no addi-
tional response requirements on
these organizations, the advent of
the New Millennium on January 1 will
be marked by the largest array of
New Year’s Eve celebrations in his-
tory, across the entire globe.  Large
public celebrations will be held in
many cities across the country.

Such public events, by
their very nature, present
major challenges to
emergency service
agencies, particularly for
the law enforcement
community.

An informal survey
conducted by Committee

icates that major public
“ARE THEY (DISPATCHERS)
PREPARED TO ADAPT TO A
MANUAL SYSTEM  WITHOUT

COMPROMISING THE
SAFETY OF THE

OFFICERS?”

- AN 911 EQUIPMENT
VENDOR
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events are scheduled in New York
City, Washington, D.C., Chicago,
Boston, and St. Louis, to name just a
few.  In Washington, D.C., a twenty-
four hour celebration is planned be-
ginning at 7 AM on December 31,
when the New Year first arrives in
the South Pacific. This celebration is
expected to attract approximately
500,000 attendees to the Mall area.
The “First Night Boston” celebration
will include 60 separate venues
throughout the city. Attendance at
that celebration is expected to be
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approximately 3 million.

At the Committee’s March 30, 1999
field hearing in Las Vegas, Nevada,
the Deputy Chief of the Las Vegas
Metropolitan Police testified that the
Las Vegas Convention and Visitors
Authority estimates that upward of
700,000 tourists will visit Las Vegas
to celebrate the arrival of the Year
2000.  This figure represents almost
double the number of visitors for last
year’s New Year’s Eve celebration.

Emergency Services

Emergency service agencies, such
as police, fire, emergency medical
services (EMS), and the emergency
management agencies, work to-
gether to form a seamless safety net
and source of relief in time of disas-
ter.  However, this report addresses
the remaining concerns about the
emergency services agencies or
“first responders” separately from
those of the emergency prepared-
ness/emergency management com-
munity.  While in some areas their
concerns overlap, some aspects of
the Y2K problem affect one sector or
the other differently.

Emergency service agencies may be
asked to provide a broad array of
services in response to Y2K prob-
lems, none of which may require the
longer-range relief efforts or disaster
response coordination efforts of their
locality’s emergency management
office.  Conversely, events could be
of sufficient magnitude that the
longer-term coordination efforts of
the emergency management office
become paramount in helping to
manage emergency service and dis-

aster relief resources.  Although it is
highly unlikely that the U.S. will con-
front a disaster of such magnitude, it
is only prudent that potential Y2K
“worst case scenarios” be at least
considered as these agencies create
contingency plans for Y2K.  This rep-
resents an elementary principle of
good emergency management.

In the months leading up to hearings
before the Committee, a number of
important efforts were undertaken by
the Federal Emergency Manage-
ment Agency (FEMA) and by profes-
sional associations of police, fire,
and emergency management agen-
cies, especially in awareness-raising.
Based on available data, some local
jurisdictions have not taken the
problem seriously enough or have
failed to provide information to key
stakeholders.  The lack of validated
data creates a sense of vulnerability.

FEMA, Emergency Alert, and Law
Enforcement Systems

In its prior report, the Committee
emphasized the important role
FEMA plays in coordinating the na-
tional response to disasters.  The
primary mechanism for coordinating
this response is the Federal Re-
sponse Plan (FRP), which outlines
the roles of key federal agencies in
fulfilling each of the twelve emer-
gency support functions as desig-
nated.  FEMA’s role with respect to
Y2K and the FRP is discussed in
detail below.

Although the Committee is greatly
encouraged by the activities of the
emergency preparedness and emer-
gency services sector associations,
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one major issue remains of great
concern:  the Y2K-related vulnerabil-
ity of the nation’s Public Safety An-
swering Points (PSAPs).  These are
the emergency 911 call centers
within which calls for police, fire, and
emergency medical service assis-
tance are processed.  PSAPs func-
tion within a myriad of local jurisdic-
tions across the nation, some within
the framework of state-administered
911 regulatory commissions, and
some outside any state regulatory
framework.   Complicating the task of
assuring the readiness of these
PSAPs is the fact that the Federal
Communications Commission (FCC)
has no regulatory authority over
these centers, with the exception of
radio frequency bandwidth issues.
During the October 2, 1998 hearing
on emergency preparedness, and in
its February 1999 report, the Com-
mittee highlighted its concerns about
the Y2K vulnerability of PSAPs.  Al-
though the preparedness of PSAPs
is justifiably a major concern, the
telecommunications industry has is-
sued strong reassurances that basic
emergency 911 services are ex-
pected to remain intact.  In short, the
proper steps have been taken within
the telecommunications industry to
assure that a citizen’s call for assis-
tance via the 911 system will be an-
swered by the appropriate emer-
gency service personnel.  The re-
maining vulnerabilities regarding
Computer Aided Dispatch (CAD)
systems, an integral part of the over-
all 911 response system, are cov-
ered in detail in the following pages.

Also covered is the Emergency Alert
System (EAS), which replaced the
Emergency Broadcast System, and

is the national emergency communi-
cations system through which gov-
ernment can rapidly disseminate in-
formation to the populace in times of
local, regional, or national emergen-
cies.  The EAS is frequently used at
the state and local level to warn of
severe weather.

Lastly, law enforcement agencies at
every level rely heavily on sophisti-
cated information technology sys-
tems to do their jobs effectively and
safely.   Systems such as the Na-
tional Crime Information Center
(NCIC) and similar state criminal re-
cords and criminal justice information
systems are a vital lifeline to all law
enforcement officers. Without ready
access to the important information
these systems contain, a law en-
forcement officer’s job becomes
much more difficult, and potentially
more dangerous. The Y2K vulner-
ability of criminal justice information
systems and criminal records sys-
tems managed by local police de-
partments and other criminal justice
agencies remains a primary concern
of the Committee.

What Is Being Done?

Recognizing the importance of the
reliability of PSAPs, the U.S. Fire
Administration (USFA) began a sur-
vey18 of the Y2K readiness of PSAPs
nationwide, beginning in December
1998.  At that time, 19% of the 309
respondents were reporting full com-
pliance. Additionally, 83% were in
some stage of assessment, 72%
were resolving problems, 53% had
validated some or all of their solu-
tions, and 45% had implemented
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some or all of their fixes.

In a report released on April 14,
1999 by the Network Interoperability
and Reliability Council (NRIC), the
readiness of PSAPs was estimated
to be only 10 percent.   Updated in-
formation from the USFA survey
provided to the Committee on April
23, 1999 indicated that, from a base
of 770 responses received from 37
states, 87% stated they had plans for
addressing Y2K problems and ex-
pected to be done before January 1.
Disturbingly, only 40% indicated they
had contingency plans to address
potential Y2K failures.

On April 29, 1999, the Committee
held a hearing on the impact of Y2K
on 911 systems and local law en-
forcement.  In his testimony before
the Committee, FCC Commissioner
Michael Powell provided an update
on the Y2K readiness status of
PSAPs, stating that 35% of the 5,456
PSAPs covered by service contracts
from the nation’s eight largest tele-
phone companies were prepared for
Y2K.

He noted that, by NRIC’s estimates,
there are a total of 6,73919 PSAPs
within the territories of the eight larg-
est telephone companies. He em-
phasized that the higher number of
PSAPs cited by NRIC represents
only the best estimate of the phone
companies, and the difficulty in de-
termining the exact count of PSAPs
only serves to point out the difficul-
ties encountered in trying to address
this issue.

Of particular concern was the low
response rate to the USFA survey as

of the date of the hearing (766 re-
sponses out of 4,300 surveys sent).
The Committee asked the FCC and
the USFA to work together to obtain
readiness information from PSAPs
that had not yet responded to the
survey. At the request of the Com-
mittee, the USFA established part-
nerships with the Department of Jus-
tice and the FCC in an attempt to
bolster the participation of the
PSAPs in its assessment process.
Using its network of local law en-
forcement and emergency service
agencies, which receive federal
grants, the Department of Justice
contacted more than 5,000 agencies
and asked them to help provide
readiness information on 911 cen-
ters.

The USFA has reported that, in the
first three days following the De-
partment of Justice’s efforts, 900
surveys were received.  The USFA
continues to work with the FCC by
providing a list of PSAPs that have
not responded.  The FCC is working
through its regulatory relationship
with the telecommunications carriers
to encourage the readiness of these
PSAPs.  NENA has also included a
brief survey form requesting infor-
mation on PSAP readiness on its
web site.

Several cases have been reported in
the media over the past year that
highlight the problems faced by
PSAPs.   In 1998, Fairbanks, Alaska
reportedly had to spend $100,000 on
its 911 system, just 18 months after
it was installed, in order to assure
that it was Y2K ready.

In Pueblo, Colorado, city officials
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learned in late June 1999 that it
would be necessary to expend
$160,000 for a new Y2K compliant
911 system, scheduled to be in-
stalled by September.  The supervi-
sor of another PSAP in the Wash-
ington, D.C. area told Committee
staff that the desk-top PC based ra-
dio system in its dispatch center re-
quired a $60,000 patch.  Without the
patch, the department would have
been unable to communicate with
emergency units in the field at all.
While such unexpected expenditures
may not represent major budget
items for large, well-funded cities,
they could be the source of budget-
ary problems for smaller, less well-
funded local governments. Contrac-
tor availability and installation
scheduling problems have also been
raised repeatedly as concerns by a
number of emergency service man-
agers.

The telecommunications industry
has taken the necessary steps to as-
sure that the portion of “enhanced
911” systems that provides a caller’s
address and phone number prior to
the routing of the call into a PSAP
will function properly. The equipment
that is at risk is the CAD systems lo-
cated within the PSAPs.  The CAD
systems consist of a series of locally
owned or leased suites of computer
equipment that fall outside the reach
of local and long distance telephone
companies, into the general category
of what telephone companies com-
monly refer to as “customer premise
equipment”.

CAD systems enable 911 operators
to efficiently and speedily handle
calls for service, allowing them to

provide the greatest amount of in-
formation possible to the responding
units.  CAD systems interface di-
rectly with a number of other infor-
mation data bases within a PSAP,
and they provide updated informa-
tion on emergency service unit loca-
tions, directions to the location of a
call, and records of previous calls for
service received from a location or
person.  Such information is vital to
an emergency service department in
its effort to provide the safest, quick-
est, and most effective response to a
call for help.   For example, use of a
CAD system enables a 911 operator
to immediately provide a responding
EMS unit with detailed information
about a victim’s prior medical prob-
lems. An operator also can provide
police or fire department personnel
about hazardous conditions en-
countered on previous occasions at
a particular location to which they
are responding through the assis-
tance of a CAD system.

While a Y2K failure in a CAD system
within a PSAP would not restrict a
911 operator’s ability to dispatch an
emergency service unit in response
to a citizen’s call for help, such fail-
ures would definitely lead to degra-
dation of service within the PSAP.
Without ready access to the informa-
tion made accessible through the
CAD system, the skill of the 911 op-
erator becomes of prime importance.
Much of the information usually pro-
vided by the CAD system must be
obtained directly from the caller if the
CAD system fails.   Routing of the
call within the PSAP to the proper
emergency service division dis-
patcher (police, fire, EMS) must in
most cases be done “manually”
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through the utilization of an index
card system in the event a CAD
system fails.

Previously established response
protocols for particular events or
types of calls must be searched for
by hand by the dispatcher and are
not available as quickly as they
would be via the CAD system.
While none of these factors would
prohibit a PSAP from functioning,
they at the very least could compli-
cate operations at a time when re-
sponse requirements will potentially
be higher than normal. The respon-
sibility to remediate these systems
falls squarely upon the police or fire
department, or other local entity that
operates them.

Emergency Preparedness

Planning for Y2K has consumed
much of the attention of emergency
management and disaster prepared-
ness agencies at the federal, state,
and local levels throughout the past
year.   Much of the contingency
planning and crisis management ef-
forts that have occurred at all levels
of government for Y2K have been
concentrated here.

Almost all of the agencies with which
the Committee staff has had contact,
plan to activate their Emergency Op-
erations Centers (EOCs) as part of
their jurisdictions’ Y2K transition
strategy.  The crisis management
structure that these organizations
provide through the staffing of their
EOCs will be a vital part of the over-
all Y2K disruption monitoring proc-
ess and response nation wide.

The extensive contact the Commit-
tee has had with FEMA and state
and local emergency management
agencies indicates that much work
has been done in the past year in
preparation for the Y2K transition.
Emergency management agencies
at the state and local levels, working
in conjunction with FEMA, have
taken a strong leadership role in the
area of Y2K emergency prepared-
ness.    FEMA, the National Emer-
gency Management Association
(NEMA), and the International Asso-
ciation of Emergency Managers
(IAEM) have sponsored numerous
initiatives focusing on Y2K emer-
gency preparedness.

Awareness and State of Knowledge

Since January 1999, a variety of Y2K
initiatives have been sponsored by
the major professional law enforce-
ment associations. Among these are
the following:

•  The January 1999 issue of the
widely circulated FBI Law En-
forcement Bulletin featured an
article on the impact of Y2K on
law enforcement information
systems as its cover story.

•  The March 1999 issue of Police
Chief magazine, the official publi-
cation of the International Asso-
ciation of Chiefs of Police, fea-
tured Y2K as its cover story.  The
July issue discussed the impor-
tance of contingency planning.

•  In March 1999, the International
Association of Chiefs of Police
initiated “Project Response: Pre-
paring Law Enforcement for
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Y2K”, providing an excellent ori-
entation to the Y2K problem for
law enforcement and offering
guidance on internal and com-
munity risk assessment, contin-
gency planning, and incident
command.  It also includes a de-
tailed Y2K resource directory.

•  The Police Executive Research
Forum, which serves large police
agencies, disseminated a review
of the Y2K preparedness check-
lists of its leading members.

•  The National Sheriff’s Association
sponsored a Y2K workshop at it’s
Annual Conference in Columbus,
Ohio in June 1999, where Com-
mittee staff provided a Y2K pres-
entation.

•  Numerous other Y2K initiatives
and conferences have been
sponsored by individual states,
state-level professional associa-
tions, and regional groups in the
emergency services sector
throughout the past year.

During the April 29, 1999 hearing,
the Committee heard testimony from
the Department of Justice about its
outreach efforts and the work of the
Police/Public Safety/Law Enforce-
ment/Criminal Justice Working
Group of the President’s Y2K Coun-
cil.  The testimony emphasized the
importance of the ability of law en-
forcement to successfully engage in
three activities: providing adequate
police presence in the community,
communications, and record keep-
ing.

According to the Department of Juc-
tice, in the area of emergency serv-
ice communications, the good news
is that many systems and devices
will continue to operate satisfactorily,
even in the absence of “Y2K certifi-
cation”.  This viewpoint accurately
reflects the technical assessments of
the Y2K vulnerability of wireless ra-
dio communications within the com-
munications industry that the Com-
mittee has reviewed. With the ex-
ception of the newer PC-based radio
systems, little vulnerability is thought
to exist in the area of radio commu-
nications.

The Department of Justice also
pointed out the important role played
by federal agencies, such as the
Federal Highway Administration,
EPA, Coast Guard, and Department
of Interior.

Status

The Committee wishes to reempha-
size that while the readiness of the
systems within a PSAP is of con-
cern, this involves the issue of call
processing efficiency, and does not
impact the ability of a PSAP to re-
ceive its calls. The Committee has
seen no indication that there will be
any technical problems affecting a
citizen’s ability to pick up a tele-
phone, reach a 911 operator, and
ask for and receive emergency as-
sistance.  Our efforts in this regard
are about assuring that these sys-
tems will be prepared to function in
their totality, in the most effective
and efficient way possible on Janu-
ary 1, 2000, in the same way they
consistently function now.
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At the request of the Committee,
GAO completed an assessment of
the Y2K vulnerability of the 911 sys-
tem in spring 1999.   In testimony
before the Committee on April 29,
1999, GAO provided an easy to un-
derstand description of how 911
systems operate and where in the
system Y2K vulnerabilities exists.20

In a report released on August 6,
1999, NRIC noted that Telco Forum
data as of May 1, 1999 indicated that
34% of the PSAPs were prepared for
Y2K, with 47% still with work in prog-
ress.  No data was available for 19%
of the PSAPs.

The Committee has focused much of
its attention on the issue of PSAP
readiness because it has the poten-
tial to equally impact the effective-
ness of police, fire, and emergency
medical service agencies.  The most
recent survey data on PSAP readi-
ness, received by the Committee
from the USFA on September 2,
1999 indicates that out of 2,200 re-
sponses received since January
1999, 92% have Y2K plans and ex-
pect to be ready before January 1.

As of June 30, 1999, 37% stated
they were already prepared.  How-

ever, only 55% indicated they had
contingency plans in place.

Emergency Preparedness Network

Emergency management organiza-
tions at the federal, state, and local
levels have been the focal points of
much of the Y2K preparedness ac-
tivities in the past year.  Govern-
ments at all levels have recognized
they will be relying heavily on these
agencies as monitoring mechanisms,
main coordination points for re-
sponse to Y2K disruptions, centers
for Y2K information collection and
dissemination throughout the Y2K
transition period.  Equally important,
these agencies serve as a reliable
source of information on Y2K per-
sonal preparedness.

Like emergency services agencies,
the emergency management organi-
zations are faced with multiple chal-
lenges. They must prepare their own
systems, be prepared to deal with
internal and external systems fail-
ures effecting their own operations,
and be prepared to respond to seri-
ous failures occurring in any other
sector of their communities.  Addi-
tionally, they must be prepared to
simultaneously coordinate the relief
effort in the event a natural disaster
occurs in the time period surrounding
the Y2K transition.

The Committee’s February report
outlined the potential role FEMA
could play if Y2K disruptions were of
significant magnitude to require that
assistance be rendered by the fed-
eral government.  In the past year,
through the activities of its Cata-
strophic Disaster Recovery and Re-
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lief Group, and its Preparedness,
Training and Exercises Directorate,
FEMA has served as an important
resource to state and local govern-
ment in the area of Y2K emergency
preparedness.

FEMA’s major activities since our
last report have included the follow-
ing21:

•  Distributed 53,000 copies of
“Contingency and Consequence
Management Planning for Year
2000 Conversion – A Guide for
State and Local Emergency
Managers”, and 83,000 copies of
“Y2K and You: A New Horizon”
personal preparedness guide.

•  Conducted conversations with
state emergency management
agencies about development of a
national consequence plan during
regional Y2K workshops and ta-
bletop exercises for the FRP.

•  Continued efforts to obtain “early
warning” information on Y2K
consequences during the date
transition period from counterpart
emergency management agen-
cies in other countries across 18
time zones east of the U.S., in-
cluding involvement in formation
of the Information Coordination
Center (ICC), discussed later in
this report.   As of June, 24
countries had been contacted,
resulting in 18 positive re-
sponses.

•  Chaired monthly meetings of the
President’s Council’s Domestic
Interagency Working Group.  This
working group serves as a forum

in which federal agencies can re-
solve high-level crosscutting pol-
icy issues related to Y2K.

•  Jointly sponsored a survey of the
state emergency management
network with NEMA.

With regard to the NCIC, the Federal
Bureau of Investigation (FBI),
through its vast network of contacts
with state and local law enforcement
agencies, has waged an aggressive
Y2K preparedness campaign in this
area through the efforts of its Crimi-
nal Justice Information Services Di-
vision.  The FBI provided testimony
regarding its initiatives before the
Committee at the hearing on local
law enforcement and 911 systems
on April 29, 1999.

The FBI’s initiatives in this area be-
gan in 1996.  The NCIC 2000 and
Integrated Automated Fingerprint
Identification System were sched-
uled to be Y2K ready and fully op-
erational by July 1999.   In the March
1999 quarterly report of the Presi-
dent’s Y2K Council, NCIC was in-
cluded on the list of key, high-impact
federal programs. The September
13, 1999 OMB report indicates that
all testing for the NCIC 2000 system
has been completed. The FBI has
made a standing offer of assistance
to any state experiencing Y2K com-
pliance difficulty.

In response to the Committee’s con-
cern about the lack of any formal as-
sessment or general surveys ad-
dressing the issue of local law en-
forcement Y2K preparedness, the
Attorney General, with the concur-
rence of the FBI Director, asked the
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“I AM SOMEWHAT
CONCERNED . . . THAT

LAW ENFORCEMENT
AGENCIES MAY BE

CALLED UPON TO DEAL
WITH Y2K-RELATED

PROBLEMS THAT FALL
OUTSIDE THEIR SPHERE
OF . . . PREPARATION.”

AN ASSISTANT
ATTORNEY GENERAL

FBI’s Criminal Justice Information
Services Division to provide a status
of national law enforcement and to
assess each NCIC Control Terminal
Agency (CTA). These agencies
serve as the single direct connection
to FBI for NCIC for each state. The
assessment was conducted from
May 24, 1999 through June 30,
1999.  It evaluated three key areas:
1) NCIC - CTA connection readi-
ness; 2) the broader Y2K prepared-
ness of the state CTAs; and 3) Y2K
awareness of local jurisdictions as it
relates to their NCIC elements.

The Justice Department reported
that all states, the District of Colum-
bia, and Puerto Rico have success-
fully implemented connectivity to
NCIC 2000. On broader Y2K issues,
the CTAs of 44 states were fully pre-
pared for Y2K.  One state CTA was
determined to be
unprepared and was
severely hampered by
difficulties in procurement
and staffing.  Follow up for
seven other CTAs that
required additional
attention is underway.

In the area of the Y2K
awareness of local
jurisdictions related to
their NCIC elements, 12
states were fully prepared,
13 were found to have
local agencies considered
to be at high risk and unprepared,
and 27 were found to have local
agencies requiring some attention.

While we have viewed assessments
of the readiness of the law enforce-
ment community as reflective of the

general preparedness of the emer-
gency service community at large,
there have been several noteworthy
efforts to specifically assess the
readiness of the fire departments
and EMS agencies in areas beyond
911 communication.

•  The USFA has been conducting
a “show of hands” survey of mid-
and upper-level local fire depart-
ment officials during classes at
the U.S. Fire Academy since April
1999.   More than 1,600 students
representing 750 departments
and all 50 states have partici-
pated.  91% have indicated their
departments are actively working
to prepare for Y2K.  84% expect
to be ready before the end of De-
cember, or are already compliant.
60% report having backup or
contingency plans.

•  The National
Association of State Fire
Marshals received
approximately 500
responses in its survey
of fire department
readiness and found that
93% expect to be Y2K
compliant by January 1.

•  The USFA conducted
a “snapshot survey” of
340 fire departments,
representing 42 states.
85% of respondents

stated that they were ready for
Y2K now.  An additional 12%
stated that they will be ready be-
fore January 1.  Three percent
indicated that they would not be
ready, and have no contingency
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“TERMINOLOGY SUCH AS . . .
SPORADIC DISRUPTIONS

HAVE CREATED A COMFORT
FACTOR FOR SKEPTICS . . .

COULD YOUR HOMETOWN BE
SPORADICVILLE?”

CHIEF OF POLICE, HUDSON,
OHIO

plans.

•  The Emergency Services Work-
ing Group of the President’s Y2K
Council has had the responsibility
of outreach to the EMS organiza-
tions.   The Council’s third quarter
assessment noted that as of June
18, 1999, 72% of the state EMS
agencies were reported to be to-
tally Y2K compliant to perform
EMS functions.  It should be
noted that approximately 65% of
the EMS function in the emer-
gency service
sector falls within
the jurisdiction of
the fire depart-
ments.

In May and June 1999,
NEMA, in cooperation
with FEMA, surveyed
the Y2K readiness of
the state and territorial
emergency management agencies.
The results of this survey were ini-
tially reported in the third quarterly
report of the President’s Y2K Coun-
cil. The complete results of the sur-
vey are available on the NEMA web-
site at www.nemaweb.org.

One mission critical system vital to
public safety that was the subject of
the NEMA survey was the EAS.
According to FCC regulation, all
broadcast stations and cable sys-
tems must participate in EAS, and
others may participate voluntarily.
Cable system providers serving
populations greater than 10,000
subscribers were required to have
their new EAS equipment in place
and operational by December 31,
1998.  The FCC has noted that the

vendors of cable EAS equipment
have certified that EAS equipment is
Y2K compliant.  According to the
FCC, in May 1999, four major ven-
dors of EAS equipment demon-
strated Y2K compliance of their EAS
equipment through test simulations
of Y2K–related emergency event ac-
tivation.  In regard to EAS readiness,
61% of the respondents to the
NEMA survey stated that their sys-
tems were compliant at the state
warning point at the time of survey22.

Federal Response Plan

In its previous report,
the Committee
emphasized the
important role FEMA
plays in coordinating
the national response
to disasters.  The
primary mechanism for
coordinating this

response is the FRP, which outlines
the roles of key federal agencies in
fulfilling each of the twelve emer-
gency support functions as desig-
nated.  In response to Y2K, FEMA
has developed a supplement to the
FRP that defines specific policies,
planning assumptions, and response
operations designed to address the
unique challenges posed by Y2K.
The Supplement emphasizes that
the federal response to any Y2K re-
lated computer failures will be con-
ducted in accordance with existing
coordination mechanisms and pro-
cedures used in responding to the
consequences of everyday disasters
and emergencies.

By law, that response is limited to
those events that exceed state and
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local government capabilities to
protect life, public health and safety,
and property, and is based upon
provisions of the FRP, Regional Re-
sponse Plans, and the authority of
the Stafford Act.   The Committee
has closely monitored FEMA’s ac-
tivities and the role it has played over
the past 14 months in the area of
Y2K preparedness.   We have found
that FEMA has made an invaluable
contribution in its efforts to assure
that Y2K will not impact the ability of
the emergency management com-
munity to provide relief should dis-
aster strike on January 1.

FEMA has been faced with the dual
challenge of assuring the viability of
the FRP, and ensuring that the Plan
sufficiently addresses the unique
problems posed by Y2K in the area
of emergency preparedness.  Many
of FEMA’s activities over the past
year have focused specifically on
those two goals.  The Committee
has reviewed the Y2K Supplement to
the FRP and found that it provides a
strong framework for monitoring Y2K
events and coordinating the federal
response to Y2K related emergen-
cies in the event a state requests
federal assistance.

Role of the National Guard

The first Committee report empha-
sized that the response to Y2K
emergencies from the federal per-
spective will proceed in the same
manner as it does for any other
emergency.   This also holds true for
use of National Guard resources in
the event of a Y2K-related emer-
gency.   State National Guard units
will respond to requests for support

from the governors of their respec-
tive states as they would in any dis-
aster.   If additional resources are
needed, additional National Guard
units could be requested from other
states through their participation in
Emergency Management Assistance
Compacts (EMACs).

A clear history of mutual support ex-
ists in cases where an affected
state’s National Guard resources
have been exhausted or were insuf-
ficient to address a particular disas-
ter or other event.   For example, in
response to Hurricane Andrew,
Florida National Guard units were
supplemented with units from North
Carolina, and, during the 1996
Olympics in Atlanta, Guard units
from 47 states and territories were
utilized.

Despite recurring rumors to the con-
trary spread on the Internet, the
Committee can report in no uncertain
terms that there are no plans for a
“massive call-up” or “nationwide mo-
bilization” of the National Guard in
response to Y2K.  In fact, the Na-
tional Guard Bureau has advised us
that the majority of the states (36 in
total) currently have no intent to have
any Guard units on standby or on
State Active Duty in response to
Y2K.

Sixteen states have indicated they
will have individual soldiers or units
on standby or on State Active Duty.
Every state will man its National
Guard Operations Center throughout
the date transition.  Fifty-one of the
fifty four states, territories and the
District of Columbia have completed
and tested a formal Y2K annex to
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their State Emergency Response
Plans.  These annexes address re-
sponses to multiple disasters, a loss
of telecommunications for more than
two hours, and a two-hour call up for
units, if needed, on December 31.

The remaining three states and/or
territories are in the process of com-
pleting and testing their Y2K an-
nexes. The National Guard tested its
High Frequency (HF) radio commu-
nications network in May 1999.
During the exercise, 52 of 54 states
and territories were successfully
contacted.  This would be a vital
network in the event of major Y2K
telecommunications failures.

Expectations

The emergency services and emer-
gency preparedness sectors will
likely be effected by Y2K disruptions
that are of even modest proportion in
many other sectors.  With regard to
emergency services—the “first re-
sponders”–our police, fire, and EMS
officials are the people we often turn
to for assistance, not only in times of
grave danger, but also in times of
utter confusion.  The Y2K transition
and arrival of the new millennium are
likely to intersect in a manner that
leads to a greatly increased demand
for response from our emergency
services.  This may be due to techni-
cal failures in essential services, the
need for additional support at major
public celebrations, or any combina-
tion of unknowns that could result
from the strange social dynamic that
could potentially be created by public
reaction to Y2K.

The Y2K awareness, preparedness,
and contingency planning activities
of the emergency services sector
have increased significantly in the
past year.  The major emergency
services professional associations
have taken a much more active role
in providing resources to their mem-
bership and in sponsoring Y2K initia-
tives since our last report.   The Jus-
tice Department has successfully
used the vast network of contacts
the FBI maintains with state and lo-
cal law enforcement to spread
awareness, conduct assessments
and identify problems. The USFA,
the FCC, and the Justice Depart-
ment continue to work together to
spur much needed action on PSAP
readiness.  Many public safety offi-
cials have taken strong leadership
roles in their communities on the
Y2K issue.   Despite all of these
positive developments, this sector
will face serious challenges due to
Y2K, if for no other reason than the
very nature of its responsibilities.

From the emergency preparedness
perspective, emergency manage-
ment agencies at the federal, state
and local level will be major partici-
pants in monitoring and response
mechanisms during the Y2K transi-
tion period.   Governments at every
level have relied heavily on their
emergency management agencies to
provide the framework for the
planned response to potential Y2K
disruptions.   While the underlying
causes of Y2K disruptions in vital ar-
eas such as utilities, transportation,
and other public services may differ
from those of natural disasters, the
consequences of the failures in
these areas and their impact on
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the public are likely to be identical.
The vast experience of emergency
managers in responding to disrup-
tions of vital services makes them
uniquely qualified to manage the re-
sponse to potential Y2K disruptions.

FEMA will continue to play a major
role in planning for Y2K conse-
quence management throughout the
remainder of the year.  It will serve
as one of the major sources of input
for the ICC, receiving data about
significant Y2K disruptions from the
national network of state and local
emergency management agencies in
the event any major problems occur.

Concerns

•  The Committee has continuing
concerns about the readiness
status of the nation’s PSAPs.   It
is not expected that failures in
this area will prevent an individual
from reaching a 911 operator, but
an operator’s ability to process a
call in the most efficient manner
may be affected.  This could oc-
cur at a time when demands for
emergency service are much
higher than usual.  There is no
disagreement about the fact that
failures in the CAD systems sup-
porting our PSAPs would lead to
degradation in service.  The ab-
sence of any overall regulatory
authority for these PSAPs makes
assuring readiness in this area
very difficult.   The Committee’s
concern about the overall readi-
ness of the emergency service
sector is only one aspect of what
has remained our broader con-
cern about the readiness of local
government nationwide.  The im-

pact of increased demand for
services due to Y2K is also a
major concern.

•  Numerous articles and commen-
taries have been published
throughout the past year that ad-
dress the potential social dimen-
sion of both Y2K and “apocalyptic
millennialism”.   This social di-
mension includes concerns about
Y2K-induced public panic, con-
sumer-induced shortages of cash
and essential goods, Y2K based
scams and other financial crime,
survivalist-oriented behavior,
fears of martial law, Y2K related
conspiracy theories, mass sui-
cides, increased opportunity for
traditional types of terrorism and
cyber-terrorism, and fears about
the apocalypse.

•  While the darkest of these Y2K
fears are probably shared by only
the very isolated few, the extent
to which actual emergency serv-
ice response might become nec-
essary as a result of activities or
events arising out of any aspect
of this negative social dimension
remains unknown.  In the past
year, news articles have reported
a variety of strange events and
behavior related to Y2K.  In early
1999, police in Jerusalem inter-
ceded to disrupt a U.S.-based
cult alleged to be planning violent
activities at the arrival of the Mil-
lennium.  Recently, Canadian of-
ficials, in cooperation with agents
of the U.S. Bureau of Alcohol,
Tobacco, and Firearms, arrested
a man allegedly engaged in a plot
to blow up part of the Alaska
Pipeline on January 1 in fur-
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therance of a scheme to defraud.
The suspect allegedly planned to
purchase oil futures, and in-
crease his own profits by limiting
the oil supply.   Although we have
no evidence indicating that such
behavior or activities will increase
or be widespread as we get
closer to January 1, public safety
officials may be confronted by
similar problems, or by individu-
als motivated by sensationalistic
or conspiracy-oriented rumors
surrounding Y2K.  These too
must be considered as a potential
impact of Y2K on the emergency
services sector.

•  Committee staff have discussed
the Y2K issue with emergency
service and emergency man-
agement officials from agencies
across the country.  While all
agreed that Y2K presents signifi-
cant challenges to them from
both an internal preparedness
perspective and added demand
for service perspective, they em-
phasized that they did not expect
Y2K to disrupt their ability to re-
spond as needed.

THE INFORMATION COORDINATION
CENTER

The global nature of the Y2K prob-
lem makes it imperative that the U.S.
have a robust capability to monitor
and respond to Y2K challenges that
could adversely impact the nation.
At present, there is no national coor-
dinating mechanism linking all of the
federal agencies’ emergency opera-
tions.  Further, there is no cohesive

response structure integrating gov-
ernment and industry capabilities for
the recovery of key information sys-
tems.  In fact, the mere exchange of
information between the private
sector and the government is often
fraught with problems.

Background

After the Committee’s October 1998
hearing on emergency prepared-
ness, the President’s Y2K Council
began discussing some type of
command center that could enable
the federal government to coordinate
Y2K emergency response efforts at
the national level. An amendment to
Executive Order No. 13073, which
created the Council, was in the
works by December and was finally
signed on June 14, 1999.  In July,
the Committee held a hearing to ex-
amine the role of the Information
Coordination Center (ICC) in moni-
toring and facilitating Y2K response,
recovery, and cyber-reconstitution.

According to testimony from John
Koskinen, the National Security
Council (NSC), the President’s Y2K
Council, and the Critical Infrastruc-
ture Assurance Office (CIAO) have
developed the ICC to gather infor-
mation about system operations in
five areas: federal agencies; state,
local and tribal governments; critical
areas of the private sector; interna-
tional; and cyber incidents.23  The
ICC will serve as the federal gov-
ernment’s central point for coordi-
nating a wide range of information on
system operations and events re-
lated to the Y2K transition that will be
collected by government emergency
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operations centers and the private
sector.

The ICC is intended to enable the
government to monitor and track
Y2K problems as they arise.  The
Administration hopes that, by pro-
viding a common picture of Y2K
events, the ICC will be able to man-
age potentially adverse conse-
quences. The amendment specifi-
cally authorizes the Chair of the
President’s Y2K Council to direct the
ICC to help him:

•  make preparations for information
sharing and coordination within
the federal government and key
components of the public and pri-
vate sectors;

•  coordinate agency assessments
of Y2K emergencies that could
have an adverse affect on U.S.
interests at home and abroad;
and,

•  if necessary, assist federal agen-
cies and the Chair in reconstitu-
tion processes where appropri-
ate.

The ICC will be supported by the
General Services Administration
(GSA).  Its core missions will be car-
ried out by officials from executive
agencies  (approximately 30-40 peo-
ple) with expertise in important man-
agement and technical areas, com-
puter hardware, software or security
systems, reconstitution, and recov-
ery. Agencies will also assign mem-
bers of their public information staffs
to participate in a Joint Public Infor-
mation Center (JPIC), which will op-
erate as part of the ICC. The JPIC

will assist in providing information to
the public and responding to inquir-
ies, as well as helping agencies
share information with their normal
constituencies.

While the ICC strives to coordinate
information, it must be more than a
public relations center.  In a crisis, it
must also be able to respond appro-
priately by facilitating decisionmaking
and coordinating response and re-
covery with a clear sense of national
priorities.

The existing architecture within the
government for collecting information
in technology-related emergency
situations includes about 15 emer-
gency operations centers in agen-
cies ranging from FEMA to the De-
partment of State. All of these cen-
ters do an excellent job collecting
information and receiving specific
requests for federal assistance. No
one of them, however, can collect
and coordinate information flows
about system operations from across
the entire federal government; state,
local and tribal governments; critical
areas of the private sector; and
countries around the world.

Sources of Information

Federal Agencies

The 24 Chief Financial Officer Act
agencies will report to the ICC on
systems operations status for the
more than 40 high-impact programs
that have been defined by the Office
of Management and Budget. States,
in particular, have asked for regular
reports from the ICC on the status of
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Global Positioning Systems, National
Airspace Systems, the National
Weather Service, the National Crime
Information Center, the U.S. Postal
Service, and navigable waterways.

State, Local, Tribal Governments

FEMA will give the ICC reports from
state, local, and tribal governments.
FEMA will expand its present sys-
tem, which usually receives informa-
tion on an exception basis where a
request for federal assistance is
made, to include regularly updated
state reports on the status of such
critical infrastructures as power, tele-
communications, and health care.
Since no capabilities exist for routine
status reporting from local to state
officials, the ICC will provide a soft-
ware tool that local and state officials
may use to facilitate this reporting
and improve the depth of information
provided to FEMA. If states do not
currently have hardware or connec-
tivity capacity to support such re-
porting activity, the ICC will provide a
reliable and protected network-based
service to receive and move the lo-
cally submitted information to the
designated state facilities.

Private Sector

The President’s Y2K Council has
been encouraging critical industries
to establish their own National Infor-
mation Centers. These industry
centers will collect status reports
from individual companies and share
this information with the appropriate
federal emergency operations center
(for example, electric power will pro-
vide information to the Department of
Energy). Each federal agency will

then analyze and summarize those
reports and forward them to the ICC.

The electric power, oil and gas, tele-
communications, and airline indus-
tries have already indicated they will
have national information centers in
place for the date rollover. Other
sectors, such as water and health
care, are more diffuse and will have
greater difficulty formulating an ade-
quate emergency reporting and re-
sponse structure. The ICC is working
with federal agencies and their asso-
ciated industry organizations to en-
courage the formation of industry-led
national information centers in these
areas.

International

The Departments of State, Defense,
and Transportation will give the ICC
information about system operations
outside the U.S. collected from our
embassies, international organiza-
tions, and other posts. Numerous
governments have indicated interest
in exchanging data from the informa-
tion centers they are creating, and
Canada has requested an exchange
of liaison officers to enhance coordi-
nation and status information.

The International Y2K Cooperation
Center, established under the aus-
pices of the UN and the World Bank,
will use an ICC reporting format for
international reporting purposes and
will give the ICC additional interna-
tional information about system op-
erations abroad gathered from Na-
tional Y2K coordinators.

Beginning at 7 a.m. eastern standard
time on Friday, December 31,
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when New Zealand moves into the
Year 2000, much of the world will
precede the U.S. into the next mil-
lennium.  New Zealand, Australia,
and the United Kingdom have ex-
pressed interest in providing early
warning information on regional
events as the date change takes ef-
fect in their respective time zones.
Cyber Incidents, Monitoring, and
Response

The ICC is authorized by executive
order to help facilitate “reconstitution”
where appropriate.  It is important
that the government be able to ar-
ticulate what it means by cyber-
reconstitution prior to Y2K. The pri-
vate sector and the government
must learn to coordinate the recov-
ery of key systems.  At present, ex-
isting emergency response authori-
ties for reconstitution of critical in-
formation systems are limited.  If
critical infrastructure systems were
brought down by technological fail-
ures such as Y2K or an act of infor-
mation warfare, the roles and re-
sponsibilities of government and in-
dustry are not clearly defined.

The Computer Emergency Re-
sponse Teams (Domestic) and Fo-
rum of Incident Response and Secu-
rity Teams (International) will provide
reports to the ICC on any incidents
within their respective areas. The
National Infrastructure Protection
Center (NIPC) at the Federal Bureau
of Investigation, recently created to
monitor cyber incidents; the CIAO;
the GSA [GSA/Federal Computer
Incident Response Capability (Fed-
CIRC)]; the OSTP; the NIST; and the
NSC will also provide information to
the ICC and  have personnel at the

ICC. This arrangement will ensure
that the NIPC will receive complete
and timely data from all sources on
unauthorized intrusions so it can
conduct its missions of warning and
response, in coordination with gov-
ernment and private sector entities.

The ICC will have direct connectivity
for information sharing throughout
the Department of Defense – Deci-
sion Support Activity (DSA) being
formed specifically to monitor for
Y2K. The DSA will coordinate the
input for other key DOD agencies
cooperating in this area, which in-
clude the Joint Task
Force/Computer Network Defense;
the National Communications Sys-
tems and its National Coordinating
Center for Telecommunications; the
Department of Defense Computer
Emergency Response teams; the
Defense Information Systems
Agency and its Global Network Op-
erations Security Center; and the
National Security Agency. The ICC
may also help coordinate assistance
to agencies and sectors in cyber re-
constitution processes necessitated
by cyber incidents.

To succeed, the ICC must be realis-
tic and pragmatic in the type of in-
formation it collects and coordinates.
If it facilitates the reconstitution of
critical cyber-systems, there must be
some framework from which these
new challenges are approached.
There is clearly a pressing need to
develop a national capability to rap-
idly bring vital government and pri-
vate sector systems back online fol-
lowing a major disruption—no matter
what the origin.
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Using Information

The ICC is not a decision-making
body. Information received by the
ICC will be analyzed and a complete,
regularly updated status report will
be provided to agency decision-
makers who will ultimately determine
what, if any, federal actions are ap-
propriate in response to Y2K-related
difficulties. To help prepare for deci-
sions that might have to be made,
the Council has created two standing
interagency working groups – one
focused on domestic issues, and the
other on international issues. These
working groups meet regularly to re-
view a wide range of issues and po-
tential challenges that may confront
agencies during the date rollover. As
the end of the year approaches, the
groups will meet as one to review
overlapping challenges and resource
demands for the agencies that may
occur on January 1.

Although it will not provide reconsti-
tution support to organizations that
experience system failures, the ICC
will be focused on how best to share
information on the status of system
operations to increase the likelihood
that expert assistance is available to
those who are in need and request-
ing help. The industry-led National
Information Centers will have an es-
pecially important role to play in this
area. In addition to giving the federal
government and states reports on
system operations in each industry,
these centers will also be important
resources for providing assistance to
any organizations having Y2K-
related difficulties.

Use of ICC Assets After The Year
2000 Conversion Period

The ICC is currently designed to
sunset in March 2000 and will likely
cost $40 to 50 million. The Commit-
tee continues to investigate what will
happen to the expertise and capa-
bilities developed in the ICC. The
intellectual and physical capital cre-
ated at the ICC facility will need to be
managed by someone. It may be
appropriate for the CIAO to be given
the task of managing these assets
and reporting the feasibility of inte-
grating them into the initial operating
capabilities of the National Plan.
What will the government do with the
lessons learned? What can the gov-
ernment learn from this process that
might enhance long-term require-
ments for infrastructure protection?

The knowledge gained, capabilities
developed, information channels
established, and momentum created
at the ICC will be an invaluable na-
tional asset--one bought and paid for
by the American taxpayer.  Like any
valuable asset, we should take ad-
vantage of it and review ways to re-
tain what is needed.24

The ICC experience during the Year
2000 conversion period will provide
important contributions to the federal
government's efforts to develop the
plans and means for responding ap-
propriately to significant cyber-
events and emergencies.  How, and
in what ways, this capability is pre-
served after the Year 2000 conver-
sion period must be given careful
consideration.
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Y2K is not a problem that will be
neatly packaged and cleaned up by
the time the world comes back to
work on Monday, January 3. There is
every indication that there will not be
significant disruption in key U.S.
systems.  However, ensuring that the
national security and emergency
preparedness posture of the U.S. is
not compromised is due diligence for
the government.

Y2K is a watershed mark in the na-
tion’s understanding of critical infra-
structures and their increasing de-
pendency on information technology.
As America’s technological vulner-
abilities increase, so does the need
for a central mechanism to coordi-
nate and reconstitute critical infra-
structures and/or key information
systems. The ICC could provide the
first real world experience in dealing
with these technological challenges
of the information age.

Concerns

•  Will lessons learned from Y2K
help government and industry

build a foundation for future col-
laboration on indications and
warnings, as well as response
and recovery mechanisms,
needed to defend against infor-
mation warfare or cyber threats?

•  The ICC is trying to get the pri-
vate sector to set up sector-wide
information centers that would
share information with the ICC.
However, it is unclear what bene-
fit the private sector would re-
ceive from sharing information.
For example, would a company
also receive “special” information
from the government in return?

•  How much could cyber-
reconstitution cost the Govern-
ment?

•  What risks are created due to the
lack of a common understanding
of the definition of cyber-
reconstitution?
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